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Introduction 
In this paper, each relevant requirement in a Production Readiness Review (PRR) per 15288.2 was examined 
against the Manufacturing Readiness Level (MRL) Criteria Matrix 2022 to determine applicability and what 
specific subthread was directly related to the requirement. Not addressed were the closure (§6.10.4) and exit 
criteria (§5.10.6) sections of the PRR in 15288.2. 

The focus of the information presented in this paper is on the Adaptive Acquisition Framework (AAF) pathway 
for Major Capability Acquisition (MCA), as described and specified by DoDI 5000.85, Major Capability 
Acquisitions. In DoDI 5000.88, the instruction for Engineering of Defense Systems, a PRR is a mandatory review. 
The Systems Engineering Guide  suggests conducting a series of PRRs, culminating in the mandatory system-
level PRR prior to the Milestone-C decision. In addition, AS6500A, Manufacturing Management standard, in 
the definitions section, states that a PRR is:  

“A formal examination of a program to determine if the design is ready for production, if manufacturing 
problems have been resolved, and if the organization has adequately planned for the production phase. 
PRRs address management, industrial resources, facilities, design/product engineering, materials and 
purchased parts, manufacturing, production engineering and planning, quality, reliability, test, 
software, logistics and training, process improvement, schedule, contracts, cost, and funding.” 

AS6500A also has a requirement for PRRs in §4.3.3:  

“The organization shall conduct PRRs prior to the production decision. The PRR results shall be an input 
to the production decision. PRRs should include all internal and external stakeholders and be conducted 
incrementally throughout the development phase. MRL assessments shall be used to support the 
manufacturing related elements of PRRs.”  

DoDI 5000.88, the Systems Engineering Guide, and AS6500A all refer to the IEEE 15288.2 standard for the 
requirements of the PRR and other Systems Engineering reviews. 

In both the IEEE standard and in the MRL Deskbook, the terms production and manufacturing tend to be used 
interchangeably, where in multiple instances this is not the case. This topic is noted throughout the paper and 
discussed in the appendix in the “Production vs. Manufacturing” section. 

The sections of the IEEE 15288.2 standard that are included in this analysis are the description (§5.10.2), entry 
criteria (§5.10.4), products to be reviewed (§5.10.5.1), preparation for a review (§6.10.2), conduct including 
guidance (§6.10.3 and §7.10), and acceptability criteria (§6.10.1). These are relevant to the analysis, but not in 
the same order as shown in the standard (referenced to the appropriate section number). 

The following sections include information in table form (as in the standard) with the requirements verbatim 
from the standard (under “Requirements”), but add a color rating on how the MRL criteria support the 
requirement, and a reference to the particular MRL 8 criteria or what is not included in the MRL process for 
assessing risk (under “MRL support”). Color coding is as follows: green for fully supports, yellow supports most 
of the requirement, orange supports some of the requirement, and red for does not support (nothing in the 
MRL process addresses the requirement). 
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PRR description (§5.10.2) 
The overarching purpose of the PRR is found in section 5.10.2 of the standard. It has three salient 
requirements as follows in that the PRR shall confirm: 

Requirement Rating MRL support 
a) The supplier’s production1 planning is 
sufficient to implement the product baseline 
within expected delivery schedules at targeted 
costs. 

  MRLs focus on manufacturing planning, in 
support of production planning e.g., Thread 
I. 

According to the Defense Acquisition University (DAU), the product baseline is documentation describing all of 
the necessary functional and physical characteristics of the Configuration Items (CIs). This includes the selected 
functional and physical characteristics designated for production acceptance testing and tests necessary for 
deployment or installation, operation, support, training, and disposal of the CI.  
Note: The current definition of product baseline does not explicitly include product cybersecurity and 
protection. 

b) All required processes, materials, and skills 
required for production2 have been 
demonstrated in a pilot line environment. 

  This is the "manufacturing piece" of 
production addressed by MRLs, as in 
Threads D, E, G. 

An assessment to MRL 8 is conducted to demonstrate maturity of development and generate data to verify 
material specifications and manufacturing process are mature, yield and rate targets are met, and quality data 
shows Key Characteristics (KCs) are being controlled to meet requirements for Low Rate Initial Production 
(LRIP).  The “objective” evidence from the assessment can be used in a PRR to show the overarching 
requirement is being met. 

Examples of Objective Evidence: 

• Material verification proven and validated during Engineering and Manufacturing Development 
(EMD) as adequate to support LRIP (D.1) 

• Material specifications stable (D.1) 
• Special handling procedures documented and applied in a pilot line environment – Technical Data, 

Work Instructions, etc. (D.4) 
• Manufacturing processes for LRIP verified on a pilot line (E.2) 
• Capability data from the pilot line meets the target (E.2) 
• Process capability requirements for LRIP refined based on Pilot Line data (E.2) 
• Manufacturing workforce skills documented – employee & personnel training records (G.1) 
• LRIP personnel trained on the pilot line where possible (G.1) 

 
1 Production is not synonymous with manufacturing as discussed in the appendix. 
2 This use of “production” means “manufacturing,” because of the statement “demonstrated in a pilot line 
environment.” 
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c) The technical data package (TDP) is complete 
to the extent needed to support LRIP or FRP3, 
such as drawings, comprehensive software 
documentation, specifications, standards, 
performance requirements, quality assurance 
(QA) provisions, and packaging details. 

  TDP requirements are not part of the MRL 8 
metrics. 

According to MIL-STD-31000B, a TDP is the authoritative technical description of an item. This technical 
description supports the acquisition, production, inspection, engineering, and logistics support of the item. The 
description defines the required design configuration and/or performance requirements, and procedures 
required to ensure adequacy of item performance. It consists of applicable technical data such as models, 
engineering design data, associated lists, specifications, standards, performance requirements, quality 
assurance provisions, software documentation and packaging details. 

MRLs do not question whether a TDP is complete, as there are no criteria for software, for documentation, and 
no criteria for meeting "performance" requirements (i.e., TPMs4). MRL criteria at MRL 8 are looking to meet 
quality targets and process capabilities.5 MRL 8 does not have criteria on results of testing or verification tests, 
and has no criteria on packaging. 

MRL assessments are focused on the manufacturing risks and maturity; constituting a manufacturing readiness 
review. Whereas the program from a system engineering aspect includes the TDP and the complete product 
baseline as part of the PRR; constituting a review of readiness for production and deployment. 

PRR Entry Criteria (§5.10.4) 
As stated in the standard, the PRR shall be conducted only after the following events have been successfully 
completed: 

• The action items from all previous technical reviews, depicted in Figure 1 below, have been 
considered for production readiness impact and have been addressed as appropriate. 

Previous technical reviews that should be included are: Critical Design Review (CDR), Test 
Readiness Review (TRR), Functional Configuration Audit (FCA) and System Verification 
Review (SVR).  
Additionally, four other technical reviews that should be considered are: Software 
Requirements and Architecture Review (SAR), Software Specification Review (SSR) (both 
prior to PDR6 and CDR), Integration Readiness Review (IRR) (prior to TRR), and potentially 
the Flight Readiness Review (FRR) (post TRR). 

• The acceptability criteria for each of the PRR technical review products have been established for the 
specific program as in Table 33 below (§6.10.1). 

• All preparatory actions as in Table 34 below (§6.10.2) have been successfully accomplished to 
support conducting the technical review. 

• All prior system element level or incremental PRRs have been completed and their action items have 
been either closed or have agreed-upon closure plans. 

 
3 Full Rate Production (FRP) 
4 Technical Performance Measures (TPMs) 
5 The measure of process capability is the Process Capability Index (Cpk) – a Statistical Process Control 
measure of deviation 
6 Preliminary Design Review (PDR) 
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Figure 1 — Relationship between technical reviews and audits ant the technical baselines        

(with additional technical reviews added) – adapted from IEEE 15288.2 

Products to be reviewed at PRR (§5.10.5.1) 
The following work products at a minimum shall be reviewed by the PRR team. Other products may be added 
as necessary during tailoring of Clause 6, Table 33 for the specific program. 

Requirement Rating MRL support 
a) Verified system product baseline 

documentation (see definition in PRR 
Description) 

  Manufacturing is only part of the system 
product baseline. 

b) Technical plans   Manufacturing is only part of technical 
plans. 

c) Program execution and process control   Manufacturing is only part of process 
controls. 

d) Risk assessment   MRLs are only part of the technical risk 
assessment. 

e) Program life-cycle cost estimate and schedule   Manufacturing contributes to the should 
cost, but is only part of the LCCE. 

The PRR products to be reviewed show requirements for documentation reviewed during the PRR. As 
shown above, the MRL 8 criteria artifacts either fall short or do not address all of the detailed required 
review products from the standard. The orange shows that the manufacturing artifact is an input to the 
PRR requirement, but typically a small part of the required documentation for the work product.  
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PRR preparation (§6.10.2) 
Several program office (acquirer) personnel such as the Program Manager (PM), the Systems Engineer (SE), 
and the PRR chair, as well as the supplier have requirements to meet in order for a PRR to take place. There 
are, however, only a few requirements for the PM and the SE to meet as part of the MRL process. 

Table 34 —PRR preparation actions 

Responsible Party Requirement Rating MRL support 

 
 
 
 
 
Program Manager 
 
 
 
 
 
 
 
  

a) Approve, fund, and staff the 
PRR as planned in the SEP 
developed by the systems 
engineer. 

 
Similar to MRL process 4.0 
“Conducting an assessment”, but 
not part of an MRL 8 assessment. 

b) Continue to control class I 
changes to the system product 
baseline. 

 
Not part of the MRL process 

c) Establish the plan to PCA in 
applicable acquirer-supplier 
agreement documents including 
the SEMP, IMS, and IMP.7 

 
Similar to MRL process for 
development of Manufacturing 
Maturation Plans, post 
assessment. 

d) Ensure the SEP includes 
objective SMEs8 to participate in 
the PRR. 

 
Similar to MRL process 4.4 “Form 
and orient a team”, but not part 
of the MRL process. 

e) Determine if the readiness of 
manufacturing processes, quality 
management system, and 
production9 planning (facilities, 
tooling and test equipment 
capacity, personnel development 
and certification, process 
documentation,  inventory 
management, suppler 
management, etc.) provide low-
risk assurances for supporting 
LRIP and FRP. 

  Most are evaluated as part of MRL 
8 criteria. 

An MRL assessment for MRL 8 criteria having assessed the manufacturing system in a pilot line environment 
provides the PM with the readiness for the product to move to low-rate production. The criteria look at the 
maturity of manufacturing processes (E.2) and the maturity of the design (B.2) by release status and design 
change traffic. The quality management system status for the program (F.1) should have a specific quality plan 
and manager, while assessing test results against targets, making improvements where necessary (F.1). The 

 
7 Systems Engineering Management Plan (SEMP), Integrated Master Plan (IMP) and Integrated Master 
Schedule (IMS) 
8 Subject Matter Expert (SME) 
9 This requirement should be pointing at manufacturing planning, as the listed areas are included in the 
manufacturing plan. 
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pilot line demonstration should show readiness of facilities, tooling, and test equipment to begin low-rate 
production (H.1 and H.2), including personnel availability and training (G.1). Work instructions should be final 
(I.1) and materials management and planning systems demonstrated as capable (I.2). 

Program Manager 

f) Appoint a PRR chair, in 
coordination with the systems 
engineer, no later than 45 days 
prior to the technical review. 

 
Similar to MRL process 4.4 “Form 
and orient a team” 

g) Coordinate a preliminary 
agenda between the program IPT 
and other SMEs no later than 30 
days prior to the PRR. 

 
Similar to MRL process 4.5 “Orient 
contractors” 

 
 
 
 
 
 
 
Systems Engineer 

a) Develop and execute the PRR 
plans with established 
quantifiable review criteria, 
carefully tailored to satisfy 
program objectives. 

 
Similar to MRL process 4.7 “Set 
agenda for site visits” 

b) Ensure that the pre-established 
technical PRR criteria have been 
met to ensure the production10 
capability forms a satisfactory, 
affordable, and sustainable basis 
for proceeding into LRIP and FRP. 

  Manufacturing capability provided 
as an input from an MRL 8 
assessment 

c) Advise the program manager on 
whether production11 capability 
forms a satisfactory, affordable, 
and sustainable basis for 
proceeding into LRIP and FRP. 

  Manufacturing capability provided 
as an input from an MRL 8 
assessment 

MRL assessment provides sufficient manufacturing capability input to the SE such that together with the rest 
of the production requirements outside of manufacturing, the SE can ensure an affordable and sustainable 
basis has been established for program. 

 
 
 
 
 
Systems Engineer 
 
 
 
 

d) Ensure adequate plans and 
resources are in place to proceed 
from PRR to PCA and FRP decision 
review (DR). 

 
Similar to the criteria in MRL 
matrix subthread C.3 “funding in 
place” 

e) Ensure plans to proceed to PCA 
and FRP allow for contingencies. 

 
Not part of the MRL process 

f) Ensure production 
implementation supports overall 
performance and R&M 
requirements. 

 
Not part of the MRL process. 
Reliability & Maintainability 
(R&M) not addressed 

 
10 In this case “production” is referring to the broader program effort and is not just “manufacturing” 
11 Ibid. 
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Systems Engineer 

g) Coordinate arrangements for 
PRR location and support. 

 
Not part of the MRL process 

h) Ensure all of the technical 
review products whose 
acceptability criteria are defined 
in Table 33 are completed for the 
PRR. 

 
Not part of the MRL process 

i) Ensure the preparation and 
assembly of all technical review 
material and any presentations 
required to be given to the PRR 
team are coordinated across IPTs. 

 
Not part of the MRL process 

 
 
 
 
 
 
 
 
 
 
Supplier  

a) Submit the final draft product 
specification(s) for the system 
product baseline element(s) to be 
audited to the acquirer for review 
prior to conduct of the PRR. 

 
Not part of the MRL process  

b) Prior to the PRR date, submit 
the following information to the 
acquirer: 

  

1) Names and roles of individuals 
who will participate in the PRR; 
specifically, identify the test 
manager(s) 

 Not part of the MRL process 

2) Identification of the system 
product baseline element(s) to be 
reviewed: 

 
 

i) Nomenclature  Not part of the MRL process 
ii) Specification identification 
number(s) 

 Not part of the MRL process 

iii) CI number(s)  Not part of the MRL process 
iv) Current listing of all deviations 
and waivers against 

 Not part of the MRL process 

 
PRR Chair  

a) Determine PRR team 
membership. 

 Not part of the MRL process 

b) Approve the final PRR agenda.  Not part of the MRL process 
c) Identify any final tailoring of the 
Clause 6 PRR detailed criteria for 
the specific program. 

 Not part of the MRL process 

d) Identify any specific elements 
for in-depth technical review as 
required. 

 Not part of the MRL process 

Several program office (acquirer) personnel such as the PM, the SE, and the PRR chair, as well as the supplier, 
have requirements (tasks) to meet in order for a PRR to take place; but as shown above, the MRL process does 
not have requirements for the PM, the SE, and the supplier to meet. 
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PRR conduct (§6.10.3) 
In this section, the technical review elements and associated content details that should be considered for the 
conduct of the PRR. Specific elements and their content details may not be included depending on the acquirer-
supplier agreement. Technical reviews of program progress should be event driven and conducted when the 
system under development meets the review entrance criteria as documented in the Systems Engineering Plan 
(SEP). Systems Engineering is an event-driven process based on successful completion of key events as opposed 
to arbitrary calendar dates.  
As defined in the IEEE standard, technical reviews are a series of systems engineering activities conducted at 
logical transition points in a system life cycle, by which the progress of a program is assessed relative to its 
technical requirements using a mutually agreed-upon set of criteria. 

NOTE—Includes both incremental and system perspectives, as applicable, and considers technical 
maturity amidst programmatic constraints (cost/schedule), to ascertain readiness to proceed to 
subsequent activities with acceptable risk.12 

PRRs are usually conducted in an incremental fashion prior to a system-level PRR which occurs before LRIP or 
FRP decisions. In its earlier stages, the PRR concerns itself with gross-level manufacturing concerns such as the 
need for identifying high-risk and low-yield manufacturing processes or materials, or the requirement for 
manufacturing development effort to satisfy design requirements. The reviews become more refined as the 
design matures, dealing with such concerns as adequate production planning, facilities allocation, 
incorporation of producibility-oriented changes, identification and fabrication of tools and test equipment, 
long-lead item acquisitions, etc.13 

In order to help ensure a comprehensive and balanced assessment of all PRR work products, PRR participants 
from both the acquirer and supplier should include the following, as applicable:14 

1) Program management 
2) Configuration management 
3) Systems engineering 
4) Design engineering 
5) Software engineering 
6) Domain specialists and specialty engineers 
7) Computer-aided design and manufacturing 
8) Manufacturing and production 

9) Parts, material, and process control 
10) Test and evaluation 
11) All certification authorities 
12) System users 
13) Cost estimating team 
14) Legal counsel, if required 
15) Contracting officers 
16) Recorder or secretary 

The team members listed above should be from both the acquirer and the supplier, the SMEs that are able to 
address all of the requirements of a PRR that have been listed in detail in the prior sections. Design engineering 
as well as computer-aided design are included. “Manufacturing and production” in item 8 is a misnomer and 
should be Manufacturing and Quality, as quality is not listed explicitly. Quality management or engineering is 
implied in 6, 9, and 10 as experts in specialty engineering, process control, and test and evaluation.  

Notice that the expertise listed above to comprehensively assess production and production readiness,  beyond 
the manufacturing of the product, includes design engineering, testing and evaluation, software engineering, 
domain specialists (in industrial base and supply chain), domain specialists (in security and lifecycle support), 
and program funding expertise (in cost estimating and contracting). Additionally included are configuration 
management, systems engineering, certification (if needed), legal counsel, and the user.  

 
12 IEEE 15288.2, §3.1 
13 IEEE 15288.2, §7.10h 
14 IEEE 15288.2, §7.10k 
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A well-defined program facilitates effective monitoring and control through increasingly mature points.15 As 
the system design matures, the assessments should focus on adequate production planning, facilities 
allocation, producibility changes, identification and fabrication of tools and test equipment, and long-lead 
items. The expectation from the SEP is there are PRRs at system, subsystem, and component levels for prime 
and subcontractor. The system PRR should provide evidence that the system can be produced with acceptable 
risk and no breaches in cost, schedule, or performance thresholds.16 

The details of conducting the PRR are described in the table below including the introduction, agenda, and 
other administrative details. The review elements required to conduct a PRR from Table 35 are: 

• Verified system product baseline documentation review (concerns engineering, quality, 
configuration, test, and technical readiness documentation) 

• Technical plans review (covers manufacturing , systems engineering, training, test, configuration 
management, and life-cycle management plans) 

• Program execution and process control review (covers an overview of manufacturing, 
configuration management, the industrial base, and the supply chain) 

• Risk and mitigation review (programmatic process with this section focused on risks arising from 
manufacturing and the mitigation of those) 

• Program life-cycle cost estimate and schedule review (PM responsibility beyond the manufacturing) 

Table 35 – PRR conduct elements  

PRR Review 
Element Content details Rating MRL support 

Introduction, 
agenda, 

administrative 

a) PRR location layout and safety 
procedures 

  This section is similar to MRL 
processes in MRL Deskbook 4.7 
“Agenda for Site Visit”. 

b) Security procedures if applicable     
c) Introduction of chair and team 
members 

    

d) Purpose of the technical review     
e) PRR agenda     
f) Action item procedures     
g) Risk assessment procedures     
h) Program overview     
i) Status of action items from 
previous technical reviews 

    

 
15 Systems Engineering Guide, §3.0 
16 Ibid. 
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Verified system 
product baseline 
documentation 

review 

a) Production engineering―focus 
on how the product has been 
designed for producibility, and 
what planning has been 
accomplished to ensure methods, 
processes, and test equipment 
have been defined and are 
available to support manufacturing 
and production operations 

  System product baseline is 
broader than manufacturing, thus 
“production engineering” is 
documentation of activities for 
the system. MRLs review 
manufacturing with respect to 
design producibility, 
manufacturing methods and 
processes (i.e., the Manufacturing 
Plan), and test equipment, e.g., 
Threads B.1 and B.2, E.2, I.1, and 
I.2. 

b) Product assurance―focus on 
how quality has been designed 
into the product and how product 
quality will be pursued and verified 

  Might be partly satisfied by 
answers to F.1, F.2, and F.3 with a 
program specific quality plan, 
individual control plans for KCs, 
and supplier documentation of 
qualification tests, first article 
inspections, and the plan for 
process audits. 

c) System element qualification 
test planning, conduct, and results 

  An MRL assessment does not 
have criteria on qualification tests 
and results. 

d) Engineering release and 
configuration status accounting 
details for all system product 
baseline elements 

  MRL assessments have no criteria 
for configuration management or 
status. 

e) Technical readiness consistent 
with technology maturity targets 

  §4.2 of IEEE 15288.2 states: 
“Technical reviews and audits are 
assessment tools that the DoD 
program organization uses to 
provide decision makers sufficient 
information on the program’s 
technical readiness to proceed to 
the next phase or to the next 
decision point within a phase.” 
MRL assessments provide the 
manufacturing piece of “technical 
readiness.” 
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Technical plans 
review17  

a) Production/manufacturing 
plan―details for facilities, 
processes, equipment, and 
personnel 

  MRL 8 criteria will address the 
manufacturing plan, work 
instructions, and the production 
(meaning manufacturing) control 
system in I.1, but not the 
overarching production plans. 
Also, MRL 8, H.1 and H.2 
addresses the equipment and 
facilities.  

b) SEP and supplier 
SEMP―coverage for production 
and OT&E 

  MRL 8 criteria do not address the 
SEP or the SEMP. After MRL 4, 
there are no criteria for the SEP. 

c) Training plan―coverage for 
required personnel skills and 
certifications to support 
production 

  MRL 8 criteria include 
manufacturing workforce plans 
for LRIP (documented) and initial 
planning for FRP, e.g., Thread G.1. 

d) Production test plan―coverage 
for all planned production testing 

  MRL 8 criteria for “Test and 
Inspection plans” limited to 
manufacturing, e.g., Threads F.2, 
F.3, and H.1. 

e) CMP18―support for product 
baseline configuration control 
during production 

  A CMP is required by the SEP and 
not part of the MRL process. 

f) LCSP19―coverage for planning 
applicable to production 

  A LCSP is required by the SEP and 
not part of the MRL process. 

g) Quality management 
plan―coverage for continuous 
improvement, supplier quality 
management systems, statistical 
process control, lot acceptance, 
quality assurance provisions, 
inspection/test procedures, and 
accept/reject criteria 

  Manufacturing aspects are 
addressed in F.1, F.2, F.3, and E.2 
of MRL 8 criteria. 

h) R&M plan―coverage for 
reliability growth including 
environmental stress 
screening/highly accelerated stress 
screen, FRACAS, and Failure 
Review Board incorporation 

  R&M planning is required by the 
SEP and not part of the MRL 
process. 

 
17 This section “production” refers to the broader program effort and not just “manufacturing.” 
18 Configuration Management Plan (CMP) 
19 Life-cycle Sustainment Plan (LCSP) 
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Program 
execution and 

process control 
review 

  

a) Production20 management 
―focus on how well the 
manufacturing organization is 
structured and managed 

  Addressed in I.1, I.2, and I.3 of the 
MRL 8 criteria. 

b) Production operations―focus 
on how manufacturing and 
production will be planned and 
executed. Include production 
schedule, cost per unit and 
acceptance testing 

  MRL assessment provides the 
manufacturing input to this from 
the Manufacturing Plan and 
schedule, e.g., Threads I.1 and I.2. 

c) Manufacturing readiness 
consistent with manufacturing 
readiness planning in the SEP 

  SEP requires an MRL 8 or greater 
at this point (LRIP). 

d) Configuration management and 
control during production 

  Configuration management is not 
part of the MRL process. 

e) Status of industrial resources, 
both at supplier’s and 
subcontractor/vendor locations 

  A system level MRL 8 assessment 
will ask if industrial capability is in 
place for LRIP and requires 
examination of the lower tiers, 
e.g., Threads A.1 and D.3.  

f) Status and management of 
materials and purchased parts, 
inventory control, vendor 
management 

  Addressed by results from a 
minimum of four MRL subthreads 
at MRL 8, D.2, D.3, F.3, and I.2 
and the documentation 
(artifacts).  

g) Status and management of 
diminishing manufacturing 
sources, material shortages, and 
obsolete parts issues 

  Partially addressed in MRL 8 D.2, 
but does not include obsolete 
parts. 

h) Personnel skill development and 
certification 

  Addressed for just the 
manufacturing workforce in G.1.  

 
 

Risk and 
mitigation 
review21 

 

a) Risk identification and 
mitigation, including: 

    

1) Consideration of producibility 
trade studies 

  MRLs discuss the producibility 
program, not trade  studies. 
Partially satisfied by  appropriate 
artifacts to meet Thread B.1. 

 
20 Production in this use means manufacturing (management MRL thread I). 
21 Similar to section below, this section should have been “Program risk and mitigation review” 
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Risk and 
mitigation 

 review 

2) Consideration of 
manufacturing, production, 
and quality risks 

  B.1, D.2, D.3, D.4, and E.3 all 
discuss risks and mitigation for 
manufacturing and quality to 
address MRL 8 criteria with 
artifacts. Broader production risks 
are not included. 

3) Consideration of ESOH risks   This is in D.4 as special handling in 
an MRL 8 assessment. 

 
Program life-cycle 
cost estimate and 
schedule review 

a) Updated production22 cost 
estimates 

  Criteria in C.2 will address the 
“should-cost” model for the 
manufacturing cost model. Not 
the broader production costs. 

b) IMP and IMS production23 task 
identification and descriptions 

  MRL 8 criteria only address the 
manufacturing input to the IMP 
and IMS via the Manufacturing 
Plan. 

c) Consistency among the CARD24, 
IMS, and production25 earned 
value data 

  The CARD, IMS, and earned value 
data are not part of the MRL 
process except for IMS data 
earlier than MRL 8.  

 

The review of Table 35, PRR conduct elements shows every element that should have documentation 
reviewed during the PRR. As shown above, the MRL 8 criteria artifacts either fall short or do not address 
all of the detailed required conduct elements from the standard. The orange shows that the manufacturing 
artifact is an input to the PRR requirement, but typically a small part of the required documentation. The 
yellow elements show where additional artifacts from the MRL assessment would be necessary to meet 
the PRR required documentation. The red elements show where the MRL 8 assessment does not address 
the PRR documentation requirement. 

PRR technical review products acceptability criteria 
(§6.10.1) 
As shown above the PRR review elements to be reviewed are the verified system product baseline 
documentation, technical plans, program execution and process control, the risk assessment, and the program 
life-cycle cost estimate and schedule. In this acceptability criteria section, there are several requirements under 
each element area, and specific requirements are shown verbatim, along with an MRL comment and rating. 

In IEEE 15288.2 definition of acceptability criteria is: a documented set of characteristics of a program’s work 
products that if satisfied, forms a sufficient basis for judging each product’s content to be acceptable to support 
a successful review or audit. 

 
22 Here “production” is not manufacturing, manufacturing cost is an input. 
23 Ibid. 
24 Cost Analysis Requirements Description (CARD) 
25 Ibid. 
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Table 33 —PRR technical review products acceptability criteria 

Area Requirement Rating MRL support 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Verified system 
product baseline 
documentation 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

a) System product baseline is 
stable and under proper 
configuration control to enable 
hardware fabrication and system 
software production during low-
rate production 

  MRL criteria do not assess "proper 
configuration control" or "system 
software production" during LRIP. 

b) The system product baseline is 
producible as verified by the 
results of any incremental lower-
level PRRs or by production26 
modeling and analysis 

  This requirement is looking for 
documented verification of 
producibility as supported by lower 
level PRRs, or the modeling and 
analysis. The MRL process 
approach is different. MRLs verify 
that the product from pilot line 
agrees with the model and 
simulations, and use any variances 
to improve processes and product, 
e.g., Thread B.1. 

c) Applicable production-related 
DoD directives, statutory and 
regulatory guidance, threshold 
design and certification 
standards, and public law have 
been adequately represented in 
the manufacturing and 
production processes in the 
system product baseline 

  Not included in the MRL process. 
The MRL process does not assess if 
statutory and regulatory 
requirements are documented in 
manufacturing and production 
processes in the baseline. 

d) Production processes have 
satisfied all TPM thresholds as 
verified by all available design 
documentation, test data, 
analysis, and inspection. 

  TPM threshold verifications are not 
part of the MRL criteria directly. 
This is met by documented testing 
and verification of product against 
the TPMs. The MRL process 
assesses if manufacturing 
processes satisfy quality targets, 
yields and rates, and Cpks, e.g., 
Threads E.3, F.2, and F.3. 

 
26 This should be product modeling and analysis being performed, not “production.” 
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Verified system 
product baseline 
documentation 

e) All identified production27 
critical technologies have 
demonstrated adequate 
technical maturity in accordance 
with the technology maturation 
plans. 

  The MRL process assesses if 
“manufacturing” technologies have 
been demonstrated and validated 
by the pilot line. Manufacturing 
technologies are matured by a 
Manufacturing Maturation Plan, 
e.g., Thread A.2. 

f) Adequate manufacturing 
maturity of the system product 
baseline has been demonstrated. 

  The MRL process assesses if the 
pilot line product quality has been 
tested to meet targets by means of 
the Cpk data, e.g., Thread E.2. 

g) All CSIs and CAIs28 have been 
identified, documented, and are 
being effectively managed. 

  MRLs assess if all identified KCs are  
documented and managed and if 
the needed control plans are in 
place, e.g., Thread F.2. 

h) Technologies are mature and 
proven in the final form, in 
operational environments. 

  MRL process assesses if one aspect 
of technical maturity has met tests 
conducted in an operational 
environment, e.g., Thread A.2. 

i) Manufacturing processes are 
stable and have been 
demonstrated in a pilot line 
environment. 

  Manufacturing processes for LRIP 
verified on a pilot line, e.g., Thread 
E.2. 

j) Adequate production line 
processes and metrics are in 
place for the delivery of on-time 
quality products. 

  MRL 8 does not specifically address 
on time delivery of quality product, 
e.g., Thread F. 

k) The audit trail from the initial 
product baseline established at 
CDR accurately tracks all 
incorporated and unincorporated 
system product baseline changes 
that have occurred since CDR. 

  MRLs do not inquire about audit 
trails or configuration 
management. 

 
Technical plans 
 
 

a) Supplier’s SEMP is complete, 
adequate and aligned with the 
program SEP. 

  MRLs are limited to the 
Manufacturing plan at MRL 8 and 
do not address the SEMP or the 
SEP (after MRL 4 no references). 

 
27 Due to the separate requirement in h), in this case production is manufacturing. 
28 Critical Safety Item (CSI) and Critical Application Item (CAI) 
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Technical plans 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

b) Prior readiness reviews are 
completed, action items closed, 
and corrective action plans 
successfully completed.29 

  MRLs do not address this.  

c) Supply chain is stable and 
adequate to support planned 
LRIP and FRP.30 

  MRL 8 assessment supply chain 
criteria address planning for LRIP, 
e.g., Thread D.3. MRL 9 assessment 
supply chain criteria address 
planning for FRP, e.g., Thread D.3. 

d) The manufacturing plan is up-
to-date and reflects the planned 
LRIP and FRP31 operations. 

  MRL 8 assessment criteria address 
if the Manufacturing Plan is 
updated for LRIP, e.g., Thread I.1. 
MRL 9 assessment criteria address 
if the Manufacturing Plan is 
updated for FRP, e.g., Thread I.1. 

e) The manufacturing plan 
contains sufficient planning to 
address the following: 

    

1) Methods for certifying the 
qualification of the machines, 
equipment and procedures used 
in complex or critical operations 

  MRLs only look at yield and rates or 
specific tolerance’s ability to meet 
Cpks. MRLs do not address the 
certification process specifics, e.g., 
Thread E.2. 

2) Required cleanliness, 
contamination, and corrosion 
controls 

  This is beyond the definition of 
"Special Handling" in D.4. The 
Special Handling criteria discussed 
in D.4 is not directed at  
cleanliness, contamination, and 
corrosion controls, but addresses 
items discussed in 41CFR Part 102-
40, "Utilization and Disposition of 
Personal Property with Special 
Handling Requirements". See 
https://www.ecfr.gov/current/title-
41/subtitle-C/chapter-
102/subchapter-B/part-102-40 

 
29 All reviews prior to CDR should have been completed by CDR. Prior reviews to PRR are CDR, IRR, TRR, and 
SVR that should be complete with no liens. 
30 This requirement should read “LRIP or FRP” depending on the decision point. 
31 Ibid. 
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Technical plans 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3) Required control of physical 
environment (temperature, 
humidity, lighting, work area 
arrangements, etc.) 

  This is a specific interpretation of 
H.2 that needs documentation, 
potentially under Human Factors & 
Engineering or safety, but requires 
questions beyond those in the MRL 
8 set of questions. 

4) Critical item quality control 
and verification at production32 
use point 

  MRLs assess control of KCs (critical 
item quality) by having 
measurement procedures and 
controls in place. Test and 
Inspection plans are complete and 
are validated for production, e.g., 
Thread F.2. 

5) Electrostatic discharge control   Not addressed by D.4 special 
handling questions unless 
questions are added to the list. 

6) Nondestructive evaluation 
methods and techniques, as 
applicable 

  Not addressed as part of MRL 8. 

7) Completed item inspection 
and test records review prior to 
shipment 

  Not addressed as part of MRL 8. 
MRL criteria address only the 
completeness of plans for test and 
inspection, not the tests or test 
records, e.g., Thread F.2. 

8) Statistical process control, if 
applicable 

  MRLs assess use of statistical 
process control as applied to KC 
management and control, e.g., 
Thread E.2. 

f) A manufacturing maturation 
plan has been developed for any 
item assessed to not have the 
industrial capability in place to 
support LRIP. 

  A Manufacturing Maturation Plan 
will be developed, if MRL 8 A.1 is 
not met.  

g) Program is properly staffed 
with qualified production, quality 
(engineering and assurance), and 
manufacturing personnel. 

  MRL is focused on "manufacturing 
workforce" resources and plans, 
not inclusive of the whole program 
"production, quality, and 
manufacturing personnel", e.g., 
Thread G. 

 
32 We interpret that this requirement is concerned with CAIs, which are addressed by but not defined in the 
standard. In addition, we interpret the “production use point” as the point of manufacture. This is different 
from MRLs in that critical items have critical characteristics that are to be controlled and managed 
statistically. 
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Technical plans 

h) The product acceptance 
system including acceptance test 
procedures and associated 
equipment has been validated 
and put under configuration 
control. 

  Only supply chain MRL criteria 
address questions regarding the 
"product acceptance system" and 
its validation, nor is there any 
consideration given to 
configuration control. Therefore, 
the documentation of this is not 
adequate, e.g., Thread F.3. 

i) Production33 facilities are ready 
and required personnel are 
trained and certified as required. 

  MRL 8 assesses this in two 
subthreads, G.1 and H.2. There 
may or may not be documentation 
of meeting this criterion, as training 
is "where possible" and assessment 
of facilities is deemed "adequate." 

j) Delivery schedule is executable 
(technical/cost risks, long lead 
items). 

  This is related to many aspects, 
MRL 8 looks to the risks associated 
with availability, but does not 
assess directly the technical/cost 
risks, such as those related to 
software, personnel availability and 
training, facilities preparation, etc., 
e.g., Threads D.2, C.2, C.3, G.1, H.1, 
and H.2. 

k) Diminishing manufacturing 
sources and material shortages34 
plan is in place and mitigates the 
risk of obsolescence during LRIP 
and FRP. 

  MRLs assume engagement with the 
DMSMS processes and the criteria 
for MRL 8 is "DMSMS mitigation 
ongoing," which does not state risk 
mitigated, e.g., Thread D.2. 

l) The CMP has been updated as 
required to support production. 

  MRLs do not address configuration 
management, plans or otherwise. 

m) The SEP and supplier SEMP 
have been updated as required 
to adequately address the 
production and deployment 
phase of acquisition. 

  MRLs have no criteria beyond MRL 
4 that address the SEP, and do not 
mention the SEMP. 

 
 

Program 
execution and 

process control 
 

a) Adequate processes and 
metrics are in place to ensure the 
system product baseline is 
maintained throughout the 
production and deployment 
phase of acquisition. 

  MRLs do not address maintenance 
of the system product baseline, nor 
any feedback on changes that 
occur during the P&D phase. 

 
33 In this case “production” should be manufacturing. 
34 Diminishing Manufacturing Sources and Material Shortages (DMSMS) 
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Program 
execution and 

process control 
 

  

b) The following items at a 
minimum have been successfully 
verified in a pilot line 
environment: 

  

  
1) Manufacturing technology 

solutions 
  MRL 8 Thread A.2. 

2) Manufacturing processes   MRL 8 Thread E.2.   
3) Quality targets   MRL 8 Thread F.1 “quality targets 

assessed against pilot line, results 
feed CPI35” 

4) Special personnel skills  MRL 8 Thread G.1. 
5) Successful performance of all 
special test equipment and 
special inspection equipment 

 
MRL 8 Thread H.1  

c) CPI is being adequately 
managed and protected 

 
Very specific subsections of CPI are 
part of MRL 8: 
E.3 . . . Yield and/or rate 
improvements on-going . . .  
F.1 . . . Continuous quality 
improvements 

d) The CCB36 is processing 
configuration changes in 
accordance with industry 
standards, supplier instructions, 
processes, and procedures; and 
maintaining the proper 
configuration baselines. 

  No consideration of CCB or 
configuration management 
processes in MRLs. 

 
 
 
Risk assessment 
 
 
 
 
 
 
 
 
 
 

a) Technical risks are identified, 
and mitigation plans are in place. 

  MRL identifies manufacturing risks, 
not all "technical" risks as defined 
by DoD. MRL provides input. 
Program/contractor SE should be 
identifying risks that the program 
will plan to mitigate.  

b) Risk management process is in 
place demonstrated by 
documented execution results of 
existing mitigation plans 
associated with the purpose of 
the review. 

 
In MRLs, Risk Management process 
is implied and mitigation plans are 
for manufacturing only. MRL 8 does 
not have criteria for demonstration 
or results of the risk management 
process. 
D.2 Availability risks and issues 
managed for LRIP. DMSMS 

 
35 Continuous Process Improvement (CPI) 
36 Configuration Control Board (CCB) 



The Role of Manufacturing Readiness 
in Production Readiness Reviews 

21 

© 2025 Advanced Product Transitions Corporation. All Rights Reserved.  

Risk assessment mitigation ongoing. 
C.3 All outstanding MRL 8 risks and 
issues understood with approved 
mitigation plan funding in place. 
I.1 All manufacturing risks and 
issues identified and assessed with 
approved mitigation plans in place. 

 
 
 
 
 
 
 
 
 
 
Program life-cycle 
cost estimate and 
schedule 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Program life-cycle 
cost estimate and 
schedule 

a) System as designed is 
producible within the production 
budget. 

 
MRLs do not completely address if 
the “system as designed” is 
producible within the budget. 
B.1: Known producibility risks and 
issues managed for LRIP.  
C.3: Program has reasonable 
budget estimate for reaching MRL 
9 by the FRP decision point. 
Estimate includes investment for 
LRIP and FRP. All outstanding MRL 
8 risks and issues understood with 
approved mitigation plan funding 
in place. 

b) Production37 cost model is 
based on the stable detailed 
design and supply chain, and has 
been validated. 

 
At MRL 8 there is no validation of 
cost model. Occurs in MRL 10. 
C.1: [manufacturing] Cost model 
updated with results of pilot line 
build. 
C.2: Costs analyzed using pilot line 
actuals to ensure target costs are 
achievable. Manufacturing cost 
drivers for "Should-Cost" model 
updated. 

c) IMP and IMS have sufficient 
details of planned tasks for 
production and deployment to 
achieve acceptable risk. 

 
MRL 8 assesses the manufacturing 
plan, not the IMP/IMS. 
I.1: Manufacturing Plan updated 
for LRIP. All manufacturing risks 
and issues identified and assessed 
with approved mitigation plans in 
place. 

d) The acquirer/supplier IMS is 
resourced at reasonable levels 
based on realistic performance 
and efficiency expectations. 

 
MRLs are concerned with 
manufacturing (budget, workforce, 
etc.), not the entire program’s 
resources, e.g., Threads C.3 and 
G.1. 

 
37 Because this requirement is in the section “Program life-cycle cost estimate and schedule” 
[documentation], the term “production” refers to the entire system cost model. 
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e) The CARD or verified cost 
estimate has been updated and 
accurately reflects the current 
system product baseline. 

 
MRLs do not create a "verified" 
cost estimate. Supplier cost model, 
and manufacturing analysis 
included, but not a CARD or a 
verified cost estimate, e.g., C.1 and 
C.2. 

f) EVM status supports transition 
to production. 

 
EVM not discussed in MRLs. 

In Table 33 above, the PRR technical review products show every product that should have documentation 
reviewed during the PRR. As shown, the MRL 8 criteria artifacts either fall short or do not address all of the 
required review products from the standard. The orange shows that the manufacturing artifact is an input 
to the PRR requirement, but typically a small part of the required documentation for the review product. 
The yellow elements show where additional artifacts from the MRL assessment would be needed to meet 
the PRR required documentation. The red elements show where the MRL 8 assessment does not address 
the PRR documentation requirement. 

Conclusion 
In this paper, each relevant requirement in a PRR per IEEE 15288.2 was examined against the MRL Criteria 
Matrix 2022 to determine applicability and support for the requirement. A specific subthread was directly 
related to the requirement, if there was a related subthread. An MRL assessment to the MRL 8 criteria is 
a required activity per the SEP and should be conducted. While the MRL assessment will provide the status 
of manufacturing maturity and risk, it has been shown by the line-to-line comparison of PRR requirements 
to MRL criteria that the MRL assessment is not comprehensive enough, nor sufficient, to support every 
requirement specified in the IEEE standard. There are significant requirements in the PRR that are outside 
the purview of manufacturing. 
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Appendix 
Production vs. Manufacturing 

The terms manufacturing and production are often defined as including many of the same activities, with the 
primary difference between the two being the use of “intangibles” in production vs. manufacturing. 
Intangibles occur in the process of creation and support of a product, which include ideas, information, and 
services. 

If you ask Microsoft’s Co-pilot (one of many AI programs) to compare the terms manufacturing and 
production the definitions are as follows: 

Manufacturing is the process of creating tangible goods or products from raw materials using 
machinery and equipment, and requiring human labor and technology. 

Production encompasses a broader spectrum of activities, including planning, coordination, and 
resource management, converting resources, both tangible and intangible, to deliver goods or services 
as final products to meet customer needs and wants.38  

As defined in the SAE AS6500A standard: 
Manufacturing is the acts, crafts, processes, and methods used to transform tangible inputs such as 
raw materials, semi-finished goods, and sub-assemblies into goods or services that are suitable for use 
or have exchange value.  

Production is the processes and methods used to transform raw materials, semi-finished goods, sub-
assemblies, ideas, information, and knowledge into goods or services that are suitable for use or have 
exchange value. Also, a life cycle phase where non-prototype, requirements-compliant products are 
being manufactured for customer delivery. 

In both the IEEE Standard requirements and in the MRL Deskbook and criteria, the terms production and 
manufacturing tend to be used interchangeably, where in multiple instances this is not the case. 

For example, in the standard section 5.10.2b) “All required processes, materials, and skills required for 
production have been demonstrated in a pilot line environment.” In this instance the use of 
“production” is actually pointed to the manufacturing of the product looking for demonstration of the 
manufacturing processes, required materials, and workforce skills for the product.  

A second example, in the standard section 5.10.2a), “The supplier’s production planning is sufficient 
to implement the product baseline within expected delivery schedules at targeted costs.” The program 
reviews if the planning by the supplier of their deliverables supporting the product baseline includes 
documentation describing all of the necessary functional and physical characteristics of the CIs, 
including production acceptance testing, and tests necessary for deployment or installation, 
operation, support, training, and disposal. This is more encompassing planning and documentation 
than just the Manufacturing Plan. The requirements in DiD-MGMT-8189B, Manufacturing Plan, include 
all aspects of manufacturing according to AS6500A, but not the fully documented product baseline nor 
the support needed for future phases. 

 
38 As discussed in the APT paper, Essential Elements of a PRR in DoD MCA, production includes activities such 
as procurement, software production, testing and the test infrastructure, storage, transportation, personnel 
training, operation integration, configuration management, documentation, budgeting, funding, financial 
management, etc. 
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In summary, in the first example, “production”  means  “manufacturing,” whereas in the second example , 
“production” is the all-encompassing activities beyond simply manufacturing as above in AS6500A, including 
addressing “management, industrial resources, facilities, design/product engineering, materials and purchased 
parts, manufacturing, production engineering and planning, quality, reliability, test, software, logistics and 
training, process improvement, schedule, contracts, cost, and funding.” 

In future updates to all of the documents mentioned in this paper, care should be taken to utilize the terms 
“production” and “manufacturing” correctly. 

Issues 

There are a number of issues with respect to PRRs that arise from inconsistencies found in DoDI 5000.88 
and the SEP Template 4.1 guidance for MCA programs. There is also an issue with IEEE 15288.2 with 
regards to program security. 

DoDi 5000.88 
This instruction calls out the required system engineering technical reviews and puts PRR in the 
appropriate place and sequence in §3.5.a(2), “Technical Reviews and Assessments.” In this same section, 
the instruction has no references to the Systems Engineering Guide or the IEEE 15288.2 standard for 
conducting technical reviews and audits, including PRRs.39 40 DoDI 5000.88 does however require a SEP 
developed in accordance with the DoD SEP Outline (currently 4.1) and does require the content as 
described in Paragraph 3.4.a.(3) items a) through t) to be included.41  

SEP Template 4.1 
The information in §3.2.4.1, Manufacturing and Quality Requirements and Engineering Activities, shows 
PRR as a manufacturing and quality activity, not as a system engineering activity, which is in conflict with 
both other sections of the SEP guidance and the Systems Engineering Guide. In SEP §3.2.13, “Technical 
Reviews, Audits, and Activities,” it states that the Lead Systems Engineer (LSE) is responsible for planning 
all technical reviews (including multiple PRRs) and must include a “Technical Reviews and Audit Details” 
table for each review to be conducted in the SEP. It also states in the same paragraph: “Include all required 
technical reviews as listed in the DoDI 5000.88” (which includes PRRs). 

Additionally in SEP §3.2.13, there is a reference to the Systems Engineering Guide. In the Guide §3.7, a 
PRR is described as a mandatory technical review (per 5000.88); this section identifies roles and 
responsibilities only for the PM and the SE. In this same section, the table of “PRR Products and Criteria,” 
shows quality and manufacturing criteria included as inputs to the PRR products [documentation] being 
reviewed.  

The issues arise from the statements in SEP §3.2.4.1 and contribute to a misperception that a PRR is strictly 
a manufacturing function, which conflicts with §3.2.13. The SEP does not include any specific 
requirements for the PRR, but refers to the SE Guide, which refers to the IEEE standard. The SEP template 
is not consistent within its own requirements, nor with DoDI 5000.88, the SE Guide, and IEEE 15288.2. 

 
39 DoDI 5000.88 does not list the Systems Engineering Guide in the “References” section. 
40 The Guide is only mentioned in DoDI 5000.88, §3.4.a(t) under the SEP requirements, to cover all of 
“Specialty Engineering” (§3.6) and “Design and Architectural Factors” (§3.7). 
41 DoDI 5000.88, §3.4.a(1)(a2) 
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IEEE 15288.2 
Closure of prior technical reviews 
As discussed in this paper under “Products to be reviewed,” not all elements of a PRR are accomplished and 
closed at the actual PRR review. There are technical reviews prior to the PRR that the standard requirements 
assume have been conducted. In IEEE 15288.2, §5.10.4a), PRR Entry Criteria, “The action items from all previous 
technical reviews have been considered for production readiness impact and have been addressed as 
appropriate.” All reviews prior to CDR should have been completed by CDR. Prior reviews to PRR are CDR, IRR, 
TRR, and SVR that should be complete with no liens. These previous reviews look at software, test review and 
results, and performance requirements. Additionally, in §5.10.4d), “Any prior system element level or 
incremental PRRs have been completed and their action items have been either closed or have agreed-upon 
closure plans,” such that the system level PRR has a sufficient knowledge base from which to proceed. This is 
reinforced by the requirement in Table 33 —"PRR technical review products acceptability criteria,” 
Technical Plans “b) Prior readiness reviews are completed, action items closed, and corrective action plans 
successfully completed.” 

Program security including cybersecurity 
In Major Capability Acquisition, an examination of the PRR technical review requirements, program 
security does not appear to be part of the requirements. Early in program development, at the Systems 
Requirements Review (SRR) as part of the Systems Specification Acceptability Criteria (Table 5 in IEEE 
15288.2), there are requirements for documentation of program security: 

m) System command, control, communication, computer, and intelligence (C4I) requirements are 
assessed and preliminary performance is allocated across segments and subsystems. 

n) System security engineering (SSE), communications security (COMSEC), cybersecurity, and 
program protection (PP) antitamper security requirements are documented for each preliminary 
system conceptual architecture in accordance with DoD directives. 

o) Preliminary cybersecurity requirements for both hardware and software are documented that 
address system data protection, availability, integrity, confidentiality, and authentication, and 
nonrepudiation and are consistent with the National Institute of Standards and Technology (NIST) 
risk management framework certification and accreditation requirements. 

p) Cybersecurity requirements are mapped for each preliminary logical architecture. 
q) Threat scenario assessments are completed, threat environments, categories of expected threats 

and their likelihood of occurrence are defined and correlated with preliminary system logical 
architectures, survivability and vulnerability KPPs are established for each assessed threat and 
correlated with the preliminary logical architectures. 

At PDR, as part of the System allocated baseline documentation (Table 13), there is only one requirement 
for program security:  

j) SSE, COMSEC, cybersecurity, and PP security requirements are allocated and incorporated into 
the preliminary design in accordance with DoD policies, directives, and system specifications.  

Also at CDR, again as part of the System allocated baseline documentation (Table 17), there is only one 
requirement for program security: 

ee) SSE, COMSEC, cybersecurity, and PP security requirements are implemented into the detailed 
design in accordance with DoD policies, directives, and system specifications. 

Under Acceptability criteria for the Test Readiness Review (TRR), there are two requirements for System 
technical documentation: 
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u) Test plans and procedures adequately support the cybersecurity requirements and 
interoperability as required. 

v) Test plans and procedures are sufficient to verify all system security and supply chain risk 
management requirements allocated to the system element(s) under test. 

Additionally, in the TRR, under Test environment documentation, there is one requirement that  

b) The test environment has the required components to support verification of system security 
requirements. 

There are no requirements for verification of program security after TRR, such as at SVR, FCA, or PRR in 
the IEEE standard. At PRR there should be a requirement to, at a minimum, review verification 
documentation and status of program security test results. 

According to DoDI 5000.83, cybersecurity and related system security technical risks and opportunities 
should be assessed at technical reviews.42 The PRR should include the following Design for Security and 
Cyber Resiliency metrics43  in various documentation:  

• Cybersecurity and system security requirements meet system performance and product support 
requirements  

• Assessment of the technical baseline, the system architecture, and the design for vulnerabilities 
is complete  

• Technical risk management activities and change management processes address risk 
identification, analysis, mitigation planning, mitigation implementation, and tracking including 
both cybersecurity and system security  

• Independent threat assessments to technologies, program, and system from appropriate 
intelligence, counterintelligence, and security entities have been requested  

• Automated vulnerability analysis tools and anti-tamper techniques for hardware and software 
throughout the lifecycle of the system are implemented  

• Assured suppliers or appropriate Supply Chain Risk Management countermeasures for system 
elements that perform mission-critical functions are utilized  

• Validated cybersecurity solutions, products, and services are utilized  
• Assistance from the Joint Federated Assurance Center to support software and hardware 

assurance requirements requested when appropriate  
• Science & Technology protection and Program Protection, including software and hardware 

assurance mitigation, are included in contract requirements  

In summary, there is no verification of program security based on actual testing as a requirement of the 
PRR technical review. At PRR there should be requirements to review the items included in Design for 
Security and Cyber Resiliency. 

 
42DoDI 5000.83, §3.3.c.4a), Technology and Program Protection to Maintain Technological Advantage, May 
2021   
43 Ibid all of §3.3.c.   
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